Spansion Advanced Sector Protection/Unprotection

A. All Spansion devices (OLD a NEW) had an option to protect every sector after programming. This protection would stop the unintentional erase/program of that protected sector. Any intentional erase/program command to the desired sector, had to first issue “Unprotect” command.

B. All NEW Spansion devices have added a new second HIGHER level of protection, making two modes of protection available - Password and Persistent modes.

1. Persistent Mode - To keep compatibility with old option A of above, Persistent mode is available. In this mode, every sector can be protected after erase/programming. This protection will stop the device from unintentional erase/program. In order to erase/re-program the protected sector, the user would need to first issue unprotect command to the desired sector. There is a configuration bit DQ1 that when programmed to “0” will make the device operate in “Persistent Mode” PERMANENTLY.

2. Password mode - This (second) NEW higher level of protection allows user to program a 64 bit password into the device, and then set the Password Mode bit (program a “0” into DQ2 bit). When this option is programmed into the device, any previously protected sector (or any new sector protection) will remain UNCHANGEABLE unless the CORRECT 64 bit password is provided to the device.

C. All devices have two configuration bits (DQ1 and DQ2) in Lock Register bit of the device that are reset to “1” when shipped from factory. 

1. DQ1 programmed to “0” will select the Persistent mode of above. 

2. DQ2 programmed to “0” will select the Password mode of above. 

3. If either DQ1 or DQ2 is programmed, the other can not be changed. 

4. If NEITHER is programmed, the device will operate in Persistent mode (compatibility with old devices).

D. The new TaskLink software allows selecting the three above cases:

1. Default (no change): will NEITHER program DQ1 nor DQ2, allowing this option be selected in the future. If protection is not currently used, this mode should be selected, even though the device datasheet strongly suggests selecting a mode of operation. 

2. Persistent Mode: Will program DQ1 to “0” so in future, the device can NOT be set to Password Mode.

3. Password Mode: Will program DQ2 to “0” after programming the 64 bit password. Future access to protection of any sector will require the correct password entered.

4. The below 3 screen shots provide the three options.

